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Opening Case: You’re on Facebook? Watch Out 

• Facebook is one of the most social networking website for 
sharing photos and videos, messaging, creating events and 
also it’s a platform where businesses are advertised and 
promoted. 

• But if we do not be careful it can also harm with malicious 
software. 

• Security is made up by the security team of the site but its 
hard to control all the threats which are ready to attack the 
system which can come from 500 million users. 

• Since users trust the message coming from their friend, it is a 
successful medium for criminal minded person which can 
affect users rather than email based attack 

• This was shown by the team of Kaspersky lab. 



Opening Case: You’re on Facebook? Watch Out 

• On February 2010, a IT security firm Sophos reported that 
Facebook poses the greatest security risk 

• Examples 

• According to the report submitted by the Internet Security 
Company NetWitness in February 2010, hackers were able to 
attack and get the information of financial data of users by 
revealing their passwords and downloading a rogue program. 

• This is done by some kind of hackers who send email to the 
facebook users giving notification to update their information. 
When user click on the link to update his/her information, a 
bogus page is opened which interface is resembled with 
facebook. When user click on update button to update 
information a Trojen Horse is installed in the system and data 
is retrieved. 



Opening Case: You’re on Facebook? Watch Out 

• These hackers are mostly eastern European criminal group 
who have stolen as many as 68,000 login information from 
2400 companies and government agencies for online banking, 
social networking sites and email. 

• A warm, Koobface, targets Microsoft Windows users of 
facebook, twitter to get the sensitive information from the 
victims such as credit card numbers. 

• Koobface was first detected in December 2008 

• This is used to get the information from the system which is 
already infected and transfers all the information to third 
party website.  

 



System Vulnerability and 
Abuse 
• System should be used only after it get protected from 

different kind of malicious attacks otherwise it may cause a 
system to be damaged which takes a long time to get 
recovered  

• This may cause a business not to be operated for a long time 
and if data which have been lost could not be recovered, can 
make a business not to be functional again. 

• This implies if a business has adopted any system, it should be 
careful about the security issues. 

• There are large amount of electronic data which are 
vulnerable to many kinds of threats. These data are 
interconnected in the form of network and are accessed by 
different users. 



System Vulnerability and 
Abuse 
• The data may be altered by unauthorized access, abuse and 

fraud 

• Mainly during the time of data transfer, data could be hacked 
by unauthorized users. 

• These systems of corporate system are penetrated by 
unauthorized entities which can destroy the data. 

• Many bugs like errors in program, improper installation, or 
authorized changes can cause system to be failed. 

• Other factors like power failure, flood, fires or some natural 
disaster can also disrupt a system. 

• Many kinds of safeguards should be used to protect data not 
to go in wrong hands which can violates personal privacy. 



System Vulnerability and 
Abuse 
• Portability is made possible by making the system programs to 

be operated by mobile phones or tablet. 

• In 2009, security experts identified 30 security flaws in 
software and operating system made by apple, nokia and 
blackberry.  

• Smartphones used by corporate executives may contain 
sensitive data such as sales figures, customer names, phone 
numbers or email addresses which are not supposed to be 
leaked out. 

 



Malicious Software 

• Malicious software are referred to as malware and include a 
variety of threats such as computer warms, Trojan horses and 
spywares. 

• It is operated or executed in a computer without user’s 
knowledge and deliver a payload. The payload may be 
relatively benign such as the instructions to display a message 
or image. 

• The nature of different viruses could vary but ultimately its 
target is to alter the normal position of the computer and 
could be transferred to system to system by human action. 

• Worm can operate on itself and is transferred over system to 
system when connected in network whereas virus needs 
computer program files to be executed. 



Malicious Software 

• Worms and viruses are spread in computer in networks, by 
emails, by portable devices along with Bluetooth, Wi-Fi 
connection in mobiles. 

• Some applications which are not recognized could be harmful 
to a system when it is installed in a computer. 

• In 2010, according to the Consumer Reports’ State, worm and 
viruses have caused billion of dollars of damage to corporate 
networks, e-mail systems and data. 

• The growth of virus and worms reached at its peak level when 
users of motile phones and other kinds of system have been 
increased. 

• A Trojan Horse is a software which itself is not a virus but is a 
way for viruses or other malicious code to be introduced in a 
system 



Malicious Software 

• The term Trojan Horse is based on the huge wooden horse 
used by Greeks to trick the Trojans into opening a gate into 
which soldiers were hidden and reveal themselves when they 
get inside the city during war. 

• SQL Injection Attacks are another largest malware threat 
which attacks in poorly coded web application software to 
introduce malicious program code into a company’s system 
and networks. 

• It enters into a system when a web application fails to properly 
validate or filter data entered by a user on a web page. 

• When fault is seen during the time of input by the user due to 
the bad coding, attacker sends a rogue SQL query to the 
database and plant malicious code. 



Malicious Software 

• Another kind of malicious software can be considered as 
Spyware which is installed in users’ system without their 
knowledge. It retrieves every useful information that is made 
by every keystroke made by user to steal serial key of a 
software, retrieve password or any personal information. 

• Some spyware programs reset web browser home page, 
redirect search request or slow performance by using so much 
memory. 



Hackers & Computer Crime 

• A hacker is an individual who intends to gain unauthorized 
access to a computer system by finding weakness in the 
security protections employed by web applications and 
computer system. 

• Similar terminology is used for doing same kind of activity 
with criminal intension as cracker. 

• Spoofing involve redirecting a web link to an address different 
from the intended one which helps them to collect the 
sensitive data regarding business and personal information by 
showing off the interface of the fake site exactly same as the 
intended one. 

• Sniffer is a type of program that monitor and retrieve different 
type of information travelling over a network 



Hackers & Computer Crime 

• Denial-of-service (DoS) is a process of sending thousand of 
false request to a network server or web server to crash the 
network.  

• Distributed-denial-of-service (DDoS) makes numerous 
computers to inundate the network from numerous launch 
points. 

• This may cause a web application or web site to be shut down 
for a long time which alters the buseiness. 

• A malicious software botnet is installed in a computer without 
knowledge of owner and makes that computer zombie or 
slave which then is operated on the instructions of the hacker 
who now is supposed to be the owner of the computer and 
thus retrieve the information.  

 



Hackers & Computer Crime 

• In 2010, Mariposa botnet affected 12.7 million computers in 
Spain to retrieve information like credit card numbers and 
online banking passwords. Among these, 1000 companies, 40 
major banks and numerous government agencies were 
infected without their knowledge. 

• Computer crime is a criminal offensive activities that involves 
in altering the position and information of a system.  

• According to the 2009 CSI Computer Crime and Security 
Survey of 500 companies, participants’ average annual loss 
from computer crime and security attacks was close to 
$234,000. 

• Most economically damaging kinds of computer crime are DoS 
attacks, introducing viruses, theft of service and disruption.  



Hackers & Computer Crime 

• Identity Theft is a crime in which an imposter obtains key 
pieces of personal information such as social security 
identification number, driver license numbers or credit card 
numbers to retrieve credits, merchandise or service in the 
name of victim. 

• This is done over Internet. Moreover e-commerce sites are 
wonderful sources of customer personal information such as 
name, address and phone numbers 

• Another way of doing cyber crime is known as Phishing which 
uses the Spoofing technology. In this method, information like 
social security numbers, bank and credit card information, and 
other confidential data, are retrieved by showing off bogus 
web site which look alike the original one. 



Hackers & Computer Crime 

• Evil Twins is new form of Phishing which works on wireless 
network. A bogus network is seen which looks like identical to 
the legitimate public network and capture password or credit 
card numbers etc. 

• The name of bogus web site looks like same as the original 
one but the extension name or arrangement of letters could 
be different. 

• In India, the parliament addressed the threat of cyber crime in 
2000 with Information Technology Act. This act measures 
from various enactments and cover the issues like illegally 
accessing stored electronic communication, stealing trade 
secrets, transmitting and possessing pornography etc. 



Hackers & Computer Crime 

• Click fraud is another issue. When an ad displayed by a search 
engine is clicked, the advertiser typically pays a fee for each 
click which is supposed to direct potential byers to the 
products. These ads are clicked fraudulently without any 
intention of learning more about the advertiser or making a 
purchase. 

• Companies hire third parties to click on a competitor’s ads to 
weaken their marketing cost in which sometimes botnet is 
used. 

• Sophos reported that 42 of the malware it identified in early 
2010 originated in the United States, whereas 11 percent 
came from China, and 6 percent from Russia.  

 



Internal Threats: Employees 

• Though there are lots of security level maintained to make a 
system protected, there is an unexpected issue which 
generally comes out which penetrates the security level. 

• This factor is considered as the employees which are rolled up 
in an organization. 

• The information or data can be leaked out knowingly or 
unknowingly from an business organization. 

• This kind of activities can be taken place by carelessness, with 
intention, criminal mentality, grasping nature etc. 

• Malicious intruder seeking system access sometimes trick 
employees into revealing their passwords by pretending to be 
legitimate members of the company in need of information. 
This practice is called social engineering. 



Internal Threats: Employees 

• End users and IS specialist are also a major source of errors 
introduced into information systems.  

• End users introduce errors by entering faulty data or by not 
following the proper instructions for processing data and using 
computer equipment.  

• IS specialists may create software errors as they design and 
develop new software or maintain existing programs. 



Business Value of Security and 
Control 
Companies have very valuable information assets to protect. 
These information might be regarding individuals'’ taxes, 
financial assets, medical record or job performance reviews 
along with the information like corporate operations, trade 
secrets, new product development plans and marketing 
strategies. Government systems may also store information on 
weapons systems, intelligence operations and military targets. 
These data are supposed to be very sophisticated which are not 
afforded to be leaked out. 

Legal and Regulatory Requirements for Electronic Records 
Management 

• In the health care industry, Health Insurance Portability and 
Accountability Act serves for medical security. 



Business Value of Security and 
Control 
• It also outlines privacy rules and procedures for simplifying the 

administration of health and automating the transfer of health 
care data between health care providers, payers and plans. 

• In financial services providing companies, the Financial 
Services Modernization Act which is also known as Gramm-
Leach-Bliley Act should be complied with the firm. 

• In publicly traded companies, it needs to comply with the 
Public Company Accounting Reform and Investor Protection 
Act also known as Sarbanes-Oxley Act which is designed to 
protect investors after the financial scandals. 

• In context of present time, security breaches are reported at 
Cyber Crime Investigations Cells of the Crime Branch of the 
respective police departments to tackle cyber crimes. 



Business Value of Security and 
Control 
• The cyber crimes are considered as identity thefts phishing, 

spamming, attacks etc. 

• The evolution and amendments are being carried out with the 
government, in collaboration with the legal experts and 
advocacy groups with emerging technologies. 

Electronic Evidence and Computer Forensics 

• Much of the evidence today for stock fraud, theft of company 
secrets, computer crime and many civil cases in digital form.  

• These activities are considered as loss of data from portable 
devices, computer hard disk, as well as email, instant 
messages, and ecommerce transactions. 

• Generally email is considered as common type of evidence.  



Business Value of Security and 
Control 
• Computer Forensics is the scientific collection, examination, 

authentication, presentation, and analysis of data held on or 
retrieved from computer storage media in such a way that the 
information can be used as evidence in a court of law. 

• It deals with the following problems: 

 Recovering data from computers. 

 Securely storing and handling recovered electronic data. 

 Finding significant information in a large volume. 

 Presenting the information in a court of law. 

• Computer forensics experts try to recover various deleted and 
crashed data through various techniques for presentation as 
evidence. 



Establishing a Framework for 
Security and Control 
• Even with the use of best security tools, information system is 

not able to make system reliable and secure unless it is 
properly used. 

• Along with the use of information system and security system, 
some security policy and plans should also be used. 

Information System Controls 

• Information control can be used in two ways viz. General 
control and Automated control 

• General Control is concerned with design, security, use of 
computer programs and security of data file with the 
combination of hardware and software using manual 
procedure. It includes software, hardware, operation, security, 
administrative control etc 



Establishing a Framework for 
Security and Control 
• Application Controls are the controls unique to computerized 

application. They generally use automated procedure along 
with manual.  

• They generally work on the applications which process on 
payroll, order processing etc. 

• This application can be classified in three parts: input control, 
output control and processing control 

Risk Assessment 

• A risk assessment determines the level of risk to the firm if a 
specific activity or process is not properly controlled.  

• Not all the risks can be anticipated and measured but the 
managers working on Information Systems should try to 
determine the value of information assets. 



Establishing a Framework for 
Security and Control 
• Once the risks have been assessed, system builders will 

concentrate on the control points with the greatest 
vulnerability and potential for loss. 

Security Policy 

• A security policy consists of statement ranking information 
risks, identifying acceptable security goals and identifying the 
mechanisms to achieve these goals. 

• An acceptable Use Policy defines acceptable uses of the firm’s 
information resources and computing equipment, including 
desktop and laptop, wireless device, telephones and the 
Internet. 

• This policy defines the proper use of devices by every user 
even sometimes signing a contract for the right use. 

 



Establishing a Framework for 
Security and Control 
• Identity Management consists of business process and 

software tools for identifying the valid users of a system and 
controlling their access to system resources. 

• It stores the authentication of the user and maintain the log 
report.  

Disaster Recovery Planning and Business Continuity 
Planning 

• In every business there should be backup for protection of 
unexpected events such as power outages, floods, 
earthquakes or attacks. 

• Disaster Recovery Planning devises plans for the restoration 
of computing and communications services after they have 
been disrupted. 



Establishing a Framework for 
Security and Control 
• Disaster recovery firms provide hot sites housing spare 

computer at location around the country where subscribing 
firms can run their critical applications in an emergency. 

• Business Continuity Planning focuses how the company can 
restore business operations after a disaster strikes. 

• The business continuity plan identifies critical business 
processes and determines action plans for handling mission-
critical functions if system go down. 

• Business managers and IT specialists must conduct a business 
impact analysis to identify the firms’ most critical systems and 
the impact a systems outage would have on the business. 



Establishing a Framework for 
Security and Control 
The Role of Auditing 

• To identify the effectiveness of IS security and controls and the 
quality of data, auditing is done using an application.  

• A MIS Audit examines the firms’ overall security environment 
as well as controls governing individual information system. 

• Security audits review technologies, procedures, 
documentation, training, and personnel. A thorough audit will 
even simulate an attack or disaster to test the response of the 
technology, information systems staffs and business employee 

• The audit lists and ranks all control weaknesses and estimates 
the probability of their occurrence  



Hands on MIS 

• High risk vulnerabilities include non authorized users 
accessing applications, guessable passwords, user name 
matching the password active user accounts with missing 
passwords and the existence of unauthorized programs in 
applications systems. 

• Medium risk vulnerabilities include the ability of users to shut 
down the system without being logged out, outdated versions’ 
software being used, password setting etc. 

• Low risk vulnerabilities include the inability of users to change 
their passwords, user passwords that have not been changed 
periodically and password smaller than the minimum size. 

 



Hands on MIS 

Improving Decision Making: using Spreadsheet software to 
perform a security risk assessment 

• Some companies use spreadsheet software to calculate 
anticipated annual losses from various security threats. 

• The risk assessment identified a number of potential 
exposures with some probabilities and average losses. 

Improving Decision Making: Evaluating Security Outstanding 
Services 

• In today’s context, business have a choice of whether to 
outsource the security function or maintain their own internal 
staff for the purpose.  

• It is important to decide whether to outsource security and to 
locate security outsourcing services.  


